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ABSTRACT: In this paper, a new data hiding method for secret communication by using matrix matching is
proposed. It does not use same pre specified bits of pixel value for insertion and retrieval of message. It makes
changes to the bits of pixel value according to the matrix matching result. The pixels for insertion and retrieval of
message are chosen by using pseudo random number generator that is seeded with a secret key which is shared
between sender and receiver. Triple M method (Matrix Matching Method) makes the steganalyst harder because
the stress of this method is not on same specific bits. Experimental result also shows that stego images visually
indistinguishable from the original cover image.
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INTRODUCTION

Data hiding is a form of stenography that embeds data into cover media for the purpose of
identification, annotation and copyright [1]. The important uses of data hiding in digital media are to
provide proof of the copyright, assurance of content integrity and feature location. [2]. In this paper, 8
bit grayscale images are selected as cover media. These images are called cover image. When the data is
hidden in cover image then it becomes stego image.

There are many techniques that hide the data in images [3-8]. The most popular and oldest
technique for hiding data in digital image is LSB technique. In this method, least significant bit of pixel
value is used for insertion of message. This method is very easy to implement and provide high capacity.
An edge adaptive scheme which can select the embedding regions according to the size of secret
message and the difference between two consecutive pixels in the cover image is proposed in [9]. LSB++
method, which improves over the LSB+ image steganography by decreasing the amount of changes
made to the perceptual and statistical attributes of the cover image is given in [10].

In 2004, Potdar et al. proposes GLM (Gray level modification) technique [11], which is used to map
data by modifying the gray level of the image pixels. Gray level modification Steganography is a
technique to map data (not embed or hide it) by modifying the gray level values of the image pixels.
GLM Steganography uses the concept of odd and even numbers to map data within an image. It is a one-
to-one mapping between the binary data and the selected pixels in an image. From a given image a set
of pixels are selected based on a mathematical function. The gray level values of those pixels are
examined and compared with the bit stream that is to be mapped in the image. Initially, the gray level
values of the selected pixels (odd pixels) are made even by changing the gray level by one unit. Once all
the selected pixels have an even gray level it is compared with the bit stream, which has to be mapped.
The first bit from the bit stream is compared with the first selected pixel. If the first bit is even (i.e. 0),
then the first pixel is not modified as all the selected pixels

In the message hidden in 1 and 2™ bit plane method [12], Parvinder et al gives the concept of four
algorithms, which insert each message bits four times. To avoid the pattern recognition and get more
robustness each message bit is inserted four times i.e. as 00, 01, 10, and 11 at 1st and 2nd bit position in
such a way that effect to original image is same as in the case, when message is hidden in least
significant bit (oth bit plane). However these algorithms avoid the some of the disadvantages
associated with least significant bit insertion method.

In this paper, a new data hiding scheme by using matrix matching method is proposed. On this
basis of matching factor of columns, particular bits may be changed such that change in image quality is
minimum. The MSE between the cover image and stego image is calculated. Experimental result shows
that method our method provides less MSE than earlier method like LSB method, GLM method and
parity checker method. Our method also removes two above discussed disadvantages associated with
above said method.

The rest of the paper is organized as follows. Section 2 describes the proposed method. Section 3
derives the probability of matching of message bits with various columns of image matrix with selected
pixels. Experimental results are shown in section 4. Finally, section 5 gives the conclusion of the paper.
MATRIX MATCHING METHOD

In this method, firstly we write our message in form of information matrix. The number of columns
in information matrix will be 8. After that we select the 8 pixels using pseudo random number
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generator for insertion of one row of information matrix. From the 8 selected pixels we will made
selected pixel image matrix of size 8X8. The row of information matrix is inserted in that column of
selected pixel image matrix which has the minimum effective change. The complete algorithm for
insertion of the message is given below.

ALGORITHM
I.  Let Cbe the original 8 bit grayscale cover image of size M, x M. pixel which is represented by
equations (1) & (2) :
C={xj 0<i<Mr, 0<j<Mc} (1)
where,
xij € {0,1.....,255} (2)

Xj, is the intensity of pixel which is present at row number i and column j.
M,, is the number of rows in the image.
My, is the number of the columns in the image.
Il.  Let M be the message of length of n bits as shown in equations (3) & (4).
M ={mi, 0 <i<n} (3)
where,
mi € {0,1} (4)
m is the i message bit.
lll.  Break the M into Q equal parts each of size 8 bit, such that

Q={by ie(123,....8),j €(1,2,3,....8)} (5)
IV.  Make the information matrix from the Q as (6) below:
b, .. b,
InformationMatrix=| . .. . (6)
bey - bgs |,

where, Q = %

Size of Information Matrix will be Qx8.
V.  Generate the 8 pixel locations by using Pseudo Random Number Generator which are used
for insertion of message.

S.P.={P, ie(1,2,3,....8) 7)
where S.P. = Selected Pixel and
Pi = {aij, i €(1,2,3,....8),j €(1,2,3,....8)} (8)
VI.  Now, generate the Selected Pixel Image Matrix (S.P.I.M.) using the 8 selected pixels as (9).
a, .. dg
SPIM.=| . .. . (9
dg dsg Jgys

where S.P.I.M. is of order 8x8.

VIl.  Now for inserting the i row of information Matrix calculate Matching Factor (M.F) for each
column of selected pixel image matrix.
Let R; is the row of information matrix that we want to insert in the selected pixel image
matrix, such that

Ri={by j €(1,2,3,....8)} (10)
M.F. for each column k (C,) of selected pixel image matrix is calculated by formulae given in
(11).
8 1, du =by
M.F. =Y'x, ,wherexy=J> X 1 1
(©) J-Z:,:X‘k " {o, otherwise ()

Here k €(1,2,3,....8),j €(1,2,3,....8) and i € (1,2,3,....8).
VIIl.  Calculate effective change for each column C, which is given by following equation (12):

Eﬁecﬁvechange(ck):“fi’f"ﬁ, Yk e(1,2,3....8) (12)
IX. ~ Now select the column C; which has minimum effective change. Make the column C;
equivalent to R; of information matrix such that
dsi = bii s } € (1)2:3;"' 8) (13)
X.  Store the binary value of selected column number in the core matrix. For each row of
information matrix there will be three bits in core matrix as shown in equation (14).

¢, ¢, C

1 12 13
CoreMatrix=|C,, C,, C, (14)
G G Gy 3x3

Xl.  Apply Huffman coding to core matrix to reduce the size of core matrix.
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Xll.  This reduced core matrix and key to pseudo random generator either may be embedded in
the cover image itself or they may be sent out to the receiver end by (14) using public key
cryptography or some other secret means.

The retrieval algorithm is just reverse of the insertion algorithm.
PROBABILITY OF MATCHING

The probability that the row R; of information matrix has matching factor M.F. with the column C
of selected pixel image matrix has been given by equation (15).
S

Prob(R;,C,,M.F.)= > C*% (15)
MF=0 2
RESuLTS
This section discusses the result of using our proposed method hide data in image. The proposed
technique has been tested on a database containing 20 images. We have applied the MSE (mean square
error) and PSNR (peak signal to noise ratio) to compare Triple M (matrix matching method) with some
existing investigated methods MSE and PSNR are calculated by using the well known formulae given in
(16) and (17) respectively:

1 N M
MSE = X. —Y.)’ 16
(N ZIZ[( i~ Vi) (16)
PSNR = 10 log, {@} (17)
MSE
Here: N, is the number of rows in cover image
M, is the number of columns in cover image Table 1. Comparison of PSNR of Triple M
Xij, intensity of Pixel;;in cover image with other existing methods
Yj, intensity of Pixel; in Stego image Cover | Messagelength | Triple | cp | ¢/ | Parity
The results are calculated for message | image (inBytes) M checker
of different lengths. The results of PSNR 1024 413 | 33.4 ] 35.4 32.2
compdrison (in dB) of Triple M method with Baboon 4096 39.4 | 33.1| 35.2 30.7
other existing methods is shown in Table 1. 8192 39.2 | 327|347 | 299
Ten (10) standard cover images are 16384 374 | 312331 ] 287
from the database of entered images with 1024 432 | 3411362 331
their corresponding stego images are shown Jet %096 431|332 351 328
g 192 425 | 321|350 325
in Figure 1 16384 371 | 307|341 315
Figure 1 also shows the histogram of 1024 42'1 34'3 35'2 34'1
cover images and stego image respectively. 4096 457 | 341 | 329 333
For further evaluating the performance of | scene 8192 39.5 | 32.8 | 31.2 31.0
triple M method, we have applied the matrix 16384 36.1 | 32.5 | 29.4 29.2
normalized cross- correlation which is defined 1024 417 | 3521 371 31.2
by formulae (18). Tiger 2048 40.2 | 3371354 | 304
ZN ZM (X, XY,) 4096 38.6 | 31.6 | 33.5 29.7
NCC = Zim&i= i (18) 8192 37.9 |29.9 | 32.7 29.3

2:112;\/':1()(51 )2

9

Here, all the variables have the same meanin
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Figure 1. Cover Images with their corresponding stego

as in equation (16).
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Figure 1. Cover Images with their corresponding stego images and histogram (message with 1024 Bytes) — Part 3&4
Table 2. Result of NCC for

The result of NCC for 10 images is shown below in table 2.

High value of NCC shows that there is very less change in cover image 10 Images
and stego image. By using Triple M Method, the value of NCC will remain ~|-<overimage 1 NCC
closer to 1 which shows that there is very little difference in cover images and Image 1 1.0
their corresponding stego image. mggz 2 8‘31
CONCLUSIONS m age 43, 1 05

In this paper, a new data hiding method i.e. Triple M method has been Image 5 0.89
proposed. This method removes the disadvantages associated with some Image 6 0.92
existing investigated method. The experimental results show that it provides Image 7 0.91
better PSNR values than some previous existing methods. Also, the NCC Image 8 0.86
values come closer to 1, which shows that stego images are visually Image 9 1.0
indistinguishable from their corresponding cover images. The stego images Image 10 0.92
are very hard to differentiate from the cover images.
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