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STRATEGIC PLAN TO REDUCE COMPUTATIONAL

COST OVER MOBILE WIRELESS NETWORK TO
ACQUIRE ROBUST SECURITY

I-Chaudhari Technical Institute, Gujarat Technological University, Gujarat, INDIA

Abstract: The proposed research shows the strategic plan to reduce computation
cost for mobile wireless network. The research incorporates the base concept of
self-healing and mutual healing to save the computation. The proposed work
compared with various security features of existing schemes and proved that
proposed scheme has significant less computation overhead. The proposed
research incorporates the concept of bilinear paring based on elliptic curve points
and group based session by session communication to reduce the computation.
Keywords: Computation cost, security, self-healing, mutual-healing, elliptic
curve, bilinear pairing

1. INTRODUCTION

In the past several years security in mobile wireless networks has attracted
marvelous attention. The broadcast nature, deployment in the hostile
environment, limited battery, and limited computational cost are the major
constraints in mobile wireless network. The researchers in mobile wireless
network security have proposed various security schemes for resource
constraint mobile wireless network. A numbers of secure routing protocols
[1-4], aggregation protocols [5-10], group formation [11-13] has been
proposed by several researchers in the field of mobile wireless network.To
acquire robust security asymmetric cryptography is used. The problem with
asymmetric cryptography is that it is typically too computationally intensive
for the individual nodes in a network. This is true in the general case;
however, [14-17] show that it is feasible with the right selection of
algorithms. The scrutinized public key algorithms include RSA [18] and
Elliptic Curve Cryptography (ECC) [19, 20]. The recent trend for key
selection focuses on RSA and ECC algorithms. The main attraction to select
ECC is that it proposes the same security for a far smaller key size [21].
Hence it reduces computational overhead.

—Self-healing

Self-healing allows the user to recover the lost broadcasted message by them
self without demanding the additional transmission from the group
manager, can save the communication cost, reduce the network traffic, as
well as reduce the chance of exposure through network traffic analysis. The
self-healing can only support the fix number of message loss and it does not
support when last message has lost. The situation overcomes with
introducing the concept of mutual-healing.

— Mutual healing

The mutual-healing overcomes the problem of self-healing with the help of

their neighbor to recover session key. The proposed work uses mutual-

healing based on bilinear pairing. The bilinear paring operations provide

robust security due to the discrete logarithm.

2. PROPOSED SCHEME

Proposed scheme calculate computation overhead with self-healing and

mutual healing approach. Self-healing approach for proposed scheme

» Paring Operation [For e(Prup, Ui)| =Tp

» Paring Operation [For e(U, S)|=Tp

» Hash Function [For Vw @ Hz (e(Ppub, rw.Q))|=Th=Tp + Tp + Th, =2Tp
+ Th
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Self-healing approach for Tian’s scheme [24]:

»  Paring Operation [For e(U1,x18i)]=Tp

»  Paring Operation [For e(Ppub,>.xiUi)|=Tp

»  Hash Function [For Vj @ H2(e(U1,x18i).e(Ppub,>.xiUi))|=Th

»  Scalar multiplication=Ts= Tp + Tp + Th + d(Ts) [For d number of user in session], =2Tp +

Th + dTs

Mutual-healing approach for proposed scheme:
Ux Calculation:

»  Encryption [ For {Ix}Kc]=Te

»  Decryption [ For {ly}Kc — When get response]=Td

»  PRF=Tm
Ux Calculation for Key Confirmation

»  Encryption [For {Ny+1}Kt]=Te

»  PRF=Tm

» Total For Ux:=2Te + 2Tm + Td
Uy Calculation

»  Encryption [ For {ly}Kc|=Te

»  Decryption [ For {Ix}Kc — To see the location of 1x] =Td

»  PRF=Tm
Uy Calculation for Respond to Key Confirmation

»  Decryption [For {Ny+1}Kt|=Te

»  PRF=Tm

» Total For Uy:=2Td + 2Tm + Te

» Total= Ux + Uy = 2Te + 2Tm + Td + (2Td + 2Tm + Te — if responding node)
Mutual-healing approach for Tian’s scheme:
Ux Calculation (Requesting Node)

»  Paring Operation [For e(LKj,H(IDi| |1i)) —For Shared key Kji]=Tp

»  Hash Function [For H(IDi | | 1i) —For Shared key Kji]=Th

»  Decryption [For (Bt)Kji — When get response]=Td

» Total For Ui:=Tp + Th + Td
Uy Calculation(Responding Node)

»  Paring Operation [ For e(LKj,H(IDi| |1i)) —For Shared key Kji]=Tp

»  Hash Function [ For H(IDi | | 1i) —For Shared key Kji]=Th

»  Encryption [ For (Bt)Kji — When get request]|=Te

» Total For Uj:=Tp + Th + Te

» Total = Tp + Th + Td + (Tp + Th + Te — if responding node)
3. SECURITY ANALYSIS
The security analysis consists five different properties ~ Forward and backward secrecy, Resistance
to Collusion, Resistance to Impersonation, Secured Node Location, Mutual Authentication, and Key
Confirmation.
—Forward Secrecy and Backward Secrecy
Forward secrecy ensures that a session key derived from a set of long-term keys will not be
compromised if one of the long-term keys is compromised in the future. Backward secrecy ensures
that compromise of a session key does not reveal the past session keys or long-term keys.
— Mutual Authentication
Two nodes participating in a mutual healing session can mutually authenticate each other, since
the communication between two parties contain code generated from a common secret using PRF().
—Location Secrecy
Location is secured in terms of providing confidentiality, hence during mutual-healing process
unauthorized node may note able to get request or response.
—Key Confirmation
Key confirmation uses the concepts of nonce to confirm the responding node, that the correct
message has been received by requesting node.
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2 COMPARATIVE SECURITY ANALYSIS
Table 1 gives the comparison of major security features of various security schemes with proposed
scheme including Tian et al. [24] scheme. The proposed scheme uses the base concept of Tian et al.
[24] scheme.
Table 1: Comparison of major security features
Leeetal. Varadharajan et Ti .
ian et al. [24]

Proposed

[22] al. [23] Scheme
Forward Secrecy No No Yes Yes
Backward Secrecy No No Yes Yes
Mutual Authentication No No No Yes
Location Secrecy No No No Yes
Key Confirmation No No No Yes

5. PERFORMANCE ANALYSIS

The performance of proposed scheme is measured using computation cost. A node after receiving
the broadcast message, takes the jth component and for computing e(PPub, rt.Q), it needs to
perform two bi-linear pairing operations, one for e(PPub, Ux) and other for e(U, Sx). Then it
computes the hash H2(e(PPub, rt.QQ)) and finally extracts key Kj using an XOR operation. The hash
and XOR computation cost is negligible in comparison to the bi-linear pairing computation. So, if
Tp is the cost of bi-linear pairing computation, then self-healing and key extraction operation takes
only 2 * Tp. In Tian et al. [24], Group manager needs to define a |Gj~1| X | Gj| matrix and compute
| Gj~1| additional ECC points using public keys of the members of current communication group,
in order to construct the broadcast message. Secondly, the responding node encrypts the requested
broadcast message with a key generated from the location based key using bi-linear pairing
operation. The requesting node needs to calculate the same key again using bi-linear pairing
operation. In my proposal, I avoid the need of any matrix, additional ECC points computations and
bi-linear pairing operations for authentication. For mutual healing, one symmetric key encryption,
and one PRF( computation for request message, one symmetric key decryption, one simple
comparison to check Euclidean distance and one PRF() to verify response, and one symmetric key
encryption for key confirmation. In case node is responder, then it needs one symmetric key
decryption, one simple comparison to check Euclidean distance and one PRF() to verify request,
then for response one symmetric key encryption, and one PRF() computation. When compared with
Tian et al. [24], I find that computation cost is greatly reduced, as now a node does not require to
solve system of linear equations and also it could avoid doing scalar multiplication with respect to
all other nodes in the group in order to recover a key. Following Table 2 shows the comparative
performance analysis of proposed scheme and Tian et al [24] scheme.

Table 2: Comparative Performance Analysis

Computation Overhead

Atz TS Self-healing Mutual-healing
Tian et al. [24] 2Tp+Th+dTs Tp+Th+Td+(Tp+Th+Te-if responding node)
Proposed Scheme 2Tp+Th 2Te+2Tm+Td+(2Td+2Tm+Te-if responding node

6. RESULTS AND ANALYSIS

Computation overhead is measure in from of timerequiring for the execution of specific equation.
The Computational overhead based on Time to perform paring, Time to perform hash, Time to
perform scalar multiplication, number of nodes, time to perform encryption, time to perform
decryption and time to perform MAC.

—Pairing Time (Tp)

The pairing time for proposed scheme is far less compare with the Tian et al. [24]. When paring
time increased simultaneously the computational cost of Tian et al. [24] as well as proposed scheme
is increase.

Table 3: Computational Overhead for Paring Time
Computation Overhead (Bits)

Paring Time

Tian et al. [24] Proposed Scheme
1680 220
1700 230
1720 240
1740 250
1760 260
1780 270
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2000 ETian et al. [24] B Proposed Scheme
1500
=1000

500

Computational Overhead
(Bits)

20 25 30 35
Time to Perform Pairing (MilliSec.)

Figure 1: Computational Overhead vs. Paring Time
—Hash Time (Th)
The hash function execution time for proposed scheme is far less compare with the Tian et al. [24].
When hash time increased simultaneously the computational cost of Tian et al. [24] as well as
proposed scheme is increase.
Table 4: Computational Overhead for Hash Time
Computation Overhead (Bits)

Hash Time Tian et al. [24] Proposed Scheme

20 1680 220
25 1695 225
30 1710 230
35 1725 235
40 1740 240
45 1755 245
2000

ETian et al. [24] B Proposed Scheme

1500
=1000

500

Computational Overhead
(Bits)

20 25 30
Time to Perform Hash (MilliSec.)

Figure 2: Computational Overhead vs. Hash Time
— Scalar Multiplication Time (Ts)
The Scalar multiplication is a part of Tian et al. [24], so the value for proposed scheme may remain
constants. When Number of scalar multiplication increased simultaneously the computational cost
also increased in Tian et al. [24]. While the value for proposed scheme may remain constants.

3500
3000
2500

BTian et al. [24] B Proposed Scheme

Computational Overhead

35 40
Time to perform Scalar Multiplication (MilliSec.)

Figure 3: Computational Overhead vs. Scalar Multiplication
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Table 5: Computational Overhead for Scalar Multiplication
Computation Overhead (Bits)

Scalar Multiplication Tian et al. [24] Proposed Scheme
30 1680 220
35 1930 220
40 2180 220
45 2430 220
50 2680 220
55 2930 220

— Number of Nodes (d)
When number of nodes increases the computational overhead increases in Tian et al. [24]. The
proposed scheme has constant values for the computational overhead.
Table 6: Computational Overhead for Number of Nodes
Computation Overhead (Bits)

Number of Nodes Tian et al. [24] Proposed Scheme

50 1680 220
55 1830 220
60 1980 220
65 2130 220
70 2280 220
75 2430 220

S 3000 BTian et al. [24] B Proposed Scheme

£ 2500

5

8 2000

Ei

.5 z 1500

§ 1000

&

2 500

(o]

© 0

50 55 60 65 70 75
Number of Nodes in Specific Session j

Figure 4: Computational Overhead vs. Number of Nodes

— Encryption Time (Te): When encryption time increased simultaneously the computational cost
of Tian et al. [24] as well as proposed scheme is increase.
Table 7: Computational Overhead for Encryption Time

Computation Overhead (Bits)

Encryption Time Tian et al. [24] Proposed Scheme
20 1680 220
25 1685 235
30 1690 250
35 1695 265
40 1700 280
45 1705 295
2000 BTian et al. [24] BProposed Scheme

1500

500

Computational Overhead
(Bits)
o
S
&)

20 25 30 35 40 45
ime to perform Encryption (MilliSec.)

—

Figure 5: Computational Overhead vs. Encryption Time
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— Decryption Time (Td): When decryption time increased simultaneously the computational co
of Tian et al. [24] as well as proposed scheme is increase.
Table 8: Computational Overhead for Encryption Time
Computation Overhead (Bits)

Decryption Time Tian et al. [24] Proposed Scheme
20 1680 220
25 1685 235
30 1690 250
35 1695 265
40 1700 280
45 1705 295
2000 ETian et al. [24] BProposed Scheme

1500

500

Computational Overhead
(Bits)
o
S
S

~ U1

Time to perform Decryption (MilliSec.

Figure 6: Computational Overhead vs. Decryption Time

—MAC Time (Tm): When MAC time increased for the authentication simultaneously the

computational cost of Tian et al. [24] as well as proposed scheme is increase.
Table 9: Computational Overhead for MAC Time
Computation Overhead (Bits)

MAC Time Tian et al. [24] Proposed Scheme
10 1680 220
15 1680 240
20 1680 260
25 1680 280
30 1680 300
35 1680 320
2000 BTian et al. [24] BProposed Scheme

1500

500

Computational Overhead
(Bits)
o
S
S

10 15 20 25 30 35
Time to perform MAC (MilliSec.)

Figure 7: Computational Overhead vs. MAC Time
7. CONCLUSION
The proposed research offer robust security with less computation overhead. The research uses the
concepts of self-healing and mutual healing. The research incorporate elliptic curve cryptography
over bilinear pairing to ensure robust security with less computation cost. The research paper also
shows the security analysis through Forward Secrecy, Backward Secrecy, Mutual Authentication,
Location Secrecy and Key Confirmation. The result analysis done through different approaches:
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Phiring Time, Hash Time, Scalar Multiplication Time, Number of Nodes, Encryption Time,
Decryption Time, MAC Time.

In future the proposed work should be extending to reduce the communication overhead and
storage overhead. The extension done through enhancing security level in constraint based mobile
wireless devises adhering the life time of battery.
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